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B Hé théng DNS & van dé ATAN

2 Cong nghé DNSSEC

3 L6 trinh quoc gia trién khai DNSSEC
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TEN MIEN

o DNS la hé thong nén tang giup truy i couN
cap, s dung dich vu trén Internet

SU dung DNS dé truy cap cée dich vu frén Intemet

DIA CHI IP
IPv4: 123.30.29.36
IPv6: 2001:ee0:0:8006::2

http://www.vnnic.vn -
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o DNS sl dung truyen tai UDP, vi vay khi truy van, bat ky
goi tin UDP tra vé ciling co thé la cau tra 1o,

o Goi tin UDP tra vé chi can dung Source IP, Source port,
Destination IP, Destination port, DNS query ID

>Co thé vwot qua kiém tra (bailiwick checking) !

o Dé dang gia mao ! Con goi la “DNS Pharming” hay
“DNS Cache Poisoning”

‘ http://www.vnnic.vn
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DNSSEC

o DNS Security Extensions (DNSSEC), tiéu chuan an toan

mé& réng cla hé thong DNS, dwoc dinh nghia trong cac
RFC 4033, 4034, 4035.

o S dung co sé& ha tdng ma hoa céng khai PKI

(private/public key).

SSL

PKI
PUBLIC KEY
INFRASTRUCTURE

http://www.vnnic.vn
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o Thay d6i mé hinh DNS tlr md hinh mé (open) sang mo
hinh tin cay (trusting) va xac thwc (verifiable)
o DNSSEC cung cap cac kha nang:
dAuthentication of origin (xac thwe nguén goc)
O Data integrity (toan ven dir liéu)

QAuthenticated denial of existence (xac thwc tr choi
ton tai)

o Khéng cung cap confidentiality (khéng ma héa)

‘ http://www.vnnic.vn -
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W—f DNS & DNSSEC

o Vila tiéu chuan mé rong, DNSSEC khéng lam thay doi
cau trdc va nén tang giao thtrc DNS (clng ton tai voi ha
tang hién tai EDNSO)

o Thém chi¥ ky s6 vao cau tra 1&i truy van

Traditional DNS

Truyén di liéu DNS
théng thudng

DNS Data

DNS Data

| DNSData
DNS Data

| DNS Ans
DNSSEC

Truyén dir liéu DNS
+ chii’ ky dién tdr
DNS Data | sig [IIIl | DNS Data | Si

DNS Data i

DNS Data i

Authentic
DNS Ans

o Nguwoi dung Internet st dung DNSSEC dworc kiém tra
xac thwe, toan ven dir liéu, dam bao truy cap an toan!
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VWTac cap nhat trong DNSSEC
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o DNSSEC dwa ra céac loai ban ghi méi:
dBan ghi khdéa cdng cong DNS (DNSKEY)
dBan ghi chir ky tai nguyén (RRSIG - Resource

Record Signature)

Ban ghi bao mat ké tiép (NSEC/NSEC3).
dBan ghi ky Gy quyén (DS).

o Cac trwong thong tin mai trong giao thire (flag):
ADO: DNSSEC OK
UAD: Authenticated Data
L CD: Checking Disable

i http://www.vnnic.vn




Mt 16 hdng trong hé
thong DNS dugc phat :
hién va tho lugn vé :
van dé bao mat cho
DNS duoc bt dau.
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DNSSEC trd thanh
mot chi dé chinh

* thifc cdc phién hop

clalETF.

Tiéu chuan vé giao
¢ thilc DNSSEC

¢ (RFC2535) dutgchoin
 thanh va phan mém
: mdy chil NS BINDYY  :

Van dé quan Iy hoat
* dong clia khda phiic

 DNSSECkhang thé

tap khién cho

trién khai véi cic hé

(actiéu chuan

¢ DNSSEC da duc viét
* aitrong bg RFC

+ 4033, 4034, 4035.
Trong théng 10, Thuy

------------

Trong thdng 7, tén
mién ccTLD.pr

(Puerto Rico) trién
khai DNSSEC, saud6
[a..br (Brazil) trong

cense

Tiéu chudn ban ghi
 NSEG (RFC5155)

: dugc cng b nham
tang cuong bdo mat
: difliu khitién ki

* dugcphattriéndé  * thongmangln. IETF * Bién (.se) quyét dinh thang 9va.bg * DNSSEC.
:tuongthichvéi  : quyétdinhviétlai  : trién khai DNSSEC (Bulgaria)trong  Trong thang tén
 DNSSEC. * tiéu chudn DNSSEC. ~ : trén cdc zone tén thang 10. ¢ miéncdlD .
: : * mién cta ho. ¢ (Czech Republic)
: * trién khai DNSSEC.
6 @ 6
http://www.vnnic.vn

Ngay 06/10/2009,
* ICANN chinh thifc
© (ong b3 ké hoach, 1o
 trén hé thang méy
: ch DNSROOT, root TIDrong s 5 s

anediockjiacing : e g

: c@pnhathda cong
* khai (DS Record) lén

trinh trién khai

: DNSSEC trén he
: thang may chd NS+
: RooT.

.o

: Naay 15/07/2010,
* ICANN chinh thifc

* bd véi cgng dang,
: daylamatsukién
* quantrong, danh
: ddutrangméitrong
: trién khai DNSSEC
- trén toan thé gidi.
* Hang loat céc tén
* mién cp cao ding
 chung nhu net, .edu, *
©.01g,.gov, biz, info
L Lvadictnmién
: dpaomaquicgia :
uk, fr,jp, kr, .my, :
... Ciing da tién

: hanh trién khai

| DNSSECténhe
6th6ng ciaminh. &

trién khai DNSSEC

Tinh dén hét thing

¢ 10/2014, hién da c6:
¢ 738TUDstrén hé
¢ théng DN ROOT, 554

hé thong mdy cha

: DNSROOT.
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{/ il Trien khai DNSSEC tai TLD, ccT

AP ccTLD DNSSEC Status on 2015-06-19

Yenn Diagran

1 Experimental (4)
Announced (4)
| Partial (0)
DS in Root (14)
W COperational (19)

B Trust anchors in the Root Zone

Trust anchors in ISC*'s DLY

TLD DNSSEC Report (12/2015) AP ccTLD DNSSEC Status (06/2015)
http://stats.research.icann.org/dns/  http://www.internetsociety.org/deploy3
tld_report/ 60/dnssec/maps/
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o Tén mién cap cao: .com, .net,
.org, .edu, .gov, .biz, .mil, ... Tén
mién khu vuc: .eu, .asia

o Cé&c nuwdc phéat trién nhw: .us
(My), .fr (Phap), .cz (CH Séc), .se
(Thuy dién), .br (Brazil), .ru
(Nga), ...

o Chau A: .kr (Han qudc), .jp (Nhat), .cn (TQ), .tw (Pai
Loan), .in (An do), .my (Malaysia), .id (Indonesia), .th
(Thailand), ...

o Toan bd hé thdng Google Public DNS da trién khai xac
thire DNSSEC

i http://www.vnnic.vn _
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LO TRINH TRIEN KHAI
DNSSEC TAI VIET NAM
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« Tham dw dién dan, + Nghién ctru, thw < Xay dwng dé an

h6i nghi nghiém « CONng bd 16 trinh
- Tim hiéu tiéu Do tao nhan luc
chuan
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(74@@# -6 trinh trién khai

o Ngay 23/10/2014, Bo trwédng BO TTTT ky quyét dinh
1524/QD-BTTTT phé duyét dé an trién khai DNSSEC

o Xac dinh ro muc tiéu, pham vi, ndi dung va I trinh trién
khai gom 3 giai doan
O Giai doan chuan bi: 2015
d Giai doan khéi dong: 2016
O Giai doan trién khai: 2017

-©
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o Xay dwng chudi tin cdy (chain of trust) cia DNSSEC tw
cac DNS cap cao xuong DNS cap thap hon, két nai lien
théng quoc té dam bao tin cay.

o Phét trién ha tang Internet tai Viét Nam san sang cho
viec day manh phat trien cac dich vu thwong mai dién
tr, chinh phu dién t& tai Viét Nam mdt cach an toan.

o Trién khai ddi voi tat cd hé thdng may chd DNS cla céc

ISP, cac nha dang ky tén mién “.vn” va cac co quan
bang, Nha nwéc, To chirc/Doanh nghiép.

http://www.vnnic.vn




L

‘ n

VM:Z@-— —No6i dung thwc hién
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o Thong tin, tuyén truyén.

Pao tao, chuan bj nguodn luc.

Xay dwng, ban hanh co ché, chinh sach, van ban,
hwéng dan, tiéu chuan.

Hop tac quoc té.

Xay dwng ké hoach trién khai tai cac don vi.

Trién khai trén hé thong DNS qudc gia.

Trién khai trén hé thong DNS cla doanh nghiép, t6
chirc, Co quan Pang, Nha nwoc ...

Két ndi lién théng, chinh thirc cung cap dich vu.

O O

O CaueEe

O

i http://www.vnnic.vn _



__Cac giai doan trién khai DNS

. Giai doan chuan bi
» Xay dwng ké hoach
« Chuan bj diéu kién: truyén théng, nhan Iwc, ky thuat, tai chinh )

I « Giai doan khé&i déng
« Trién khai chinh thic trén DNS qubc gia
« Céac DN, CQ, T6 chirc két ndi thw nghiém

- Giai doan trién khai
» Trién khai chinh thirc trén DNS clia DN, CQ, T6 chirc
* Chinh thirc cung cap dich vu DNSSEC




ROOT

—— —— | _® DNSKEY .vn
g \ g i fDS example.vn
|

DNS Caching y&, -VN Top level DNS server
. (Registry: VNNIC)

(Resolver) cua cac ISP N
(VDC/VNPT, VIETTEL, FPT,...)

‘| <)
.| #~ DNSKEY example.vn

.VN Second level DNS server
(Registrar, DNS Hosting Provider, DNS Owner
PAVN, FPT, MATBAO, VDC/VNPT.,...)

o Twng bwédc: ROOT > DNS TLD > DNS cap dudi
(IPS/Registar/[DNS Hosting/Ower)

o GOm 5 giai doan: Experimental; Announced; Partial; DS in Root;
Operational
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/¥ —Gae-abdi twong trién khai DNS:

o 2 nhom doi twong chinh:
A Nhom ky so di liéu tén mién bao gom: Registries,
Registrars, DNS Hosting

A Nhom kiém tra di liéu tén mién: cac ISP, cac (ng
dung, cac Enterprises

Signing

DNS Hosting

Registry
Validating

ISPs

DNS Hosting Provider

http://www.vnnic.vn

+ Signs TLD
+ Accepts DS records
+ Publishes/signs records

+ Accepts DS records
+ Sends DS to registry
» Provides Ul for mgmt

+ Signs zones
+ Publishes all records
+ Provides Ul for mgmt
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o DNS Recursive Caching: cau noi khach hang truy cap den hé
thong DNS khac

o Khong ky sb tén mién (trtr cac tén mién tw quan Iy)
o Xéc thwe DNSSEC : Bat ché d6 DNSSEC validation trong cac
phan mém DNS c6 san
o Sau khi trién khai DNSSEC:
Hé thdong ho tro xac thwe DNSSEC
dDPam bdo an toan trong qua trinh truy van cta khach hang

‘ http://www.vnnic.vn _
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W— DNSSEC cho NBK

o Xay dung cong cu dé ho tro khach hang cap nhat DNSSEC
dam bao chubi xac thwe tin cay cta hé thong DNSSEC.

o Nang cap phan mém, két ndi lién thong véi hé thdng cua
VNNIC theo tiéu chuan két ndi gitra Registry- Registrar (RFC
s 4310, RFC 5910) ddng bd vé&i viéc trién khai hé thong
EPP cua VNNIC.

o H6 tro khach hang trong trién khai DNSSEC.

i http://www.vnnic.vn




W:BNSSEC cho DNSIHosting P

o Nang cap hé thong DNS Hosting hd tro DNSSEC.
o B6 sung thém thanh phan tao khoa, ky so tén mién
o Mét s6 van dé lwu y trong trién khai:

O Hé thong tao khéa va ky zone
3 Quan ly va van hanh hé thong theo quy trinh

' Vietnam Internet Network Information R
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—— Kétluan
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o Hé thdng DNS la co s& ha tang trong yéu.

o Trién khai DNSSEC tai Viét Nam la rat can thiét, phu
hop 16 trinh, xu huwdng thé gioi.

o Pam bao an toan ha tang Internet Viét Nam!
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Tran trong cam on!
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